
PacketSnitch End User License Agreement (EULA)
Effective Date: July 31, 2026

This End User License Agreement ("Agreement") is a legally binding agreement between you ("User", "you",
or "your") and Marshall Whittaker, doing business as oxasploits ("oxasploits", "we", "our", or "us")
governing your installation and use of PacketSnitch, including any associated software, documentation,
updates, plugins, themes, extensions, and related services (collectively, the "Software").

By downloading, installing, copying, accessing, or using PacketSnitch, you acknowledge that you have read,
understood, and agree to be bound by the terms of this Agreement. If you do not agree with these terms,
you must not install or use the Software.

1. License Grant

Subject to your compliance with this Agreement, oxasploits grants you a limited, non-exclusive, non-
transferable, revocable license to install and use PacketSnitch for lawful purposes.

This Agreement grants you a license to use the Software and does not transfer ownership of the Software
or any intellectual property rights.

2. Ownership

PacketSnitch and all associated trademarks, logos, artwork, branding, documentation, and proprietary
components are owned by Marshall Whittaker, doing business as oxasploits.

Certain components of PacketSnitch may be released under one or more open source licenses. Those
components remain governed by their respective licenses. Nothing in this Agreement limits or replaces the
rights granted under those licenses.

Commercial themes, plugins, premium content, branding assets, and other proprietary materials remain
the exclusive property of oxasploits unless expressly licensed otherwise.

3. Acceptable Use

You agree to use PacketSnitch only for lawful purposes and in compliance with all applicable local, state,
federal, and international laws and regulations.
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You agree that you will not:

Circumvent licensing or security mechanisms.
Redistribute proprietary components without authorization.
Remove copyright or attribution notices.
Attempt to interfere with PacketSnitch services or infrastructure.
Use PacketSnitch in violation of applicable law or the rights of others.

You remain solely responsible for your use of PacketSnitch and any data analyzed by the Software.

4. Privacy and Optional Metrics

PacketSnitch is designed to perform packet analysis primarily on your own computer.

Packet captures, imported files, analysis results, API keys, authentication credentials, prompts, payloads,
and other user data are not transmitted to oxasploits unless you expressly choose to submit diagnostic
information or enable optional metrics collection.

PacketSnitch may request your consent to submit anonymous diagnostic or metrics information to help
improve the Software.

Participation is entirely optional.

When enabled, metrics are intended to include technical information such as:

Software version
Operating system information
Feature usage
Error reports
Crash diagnostics
Performance metrics

PacketSnitch is designed to exclude, to the extent reasonably practicable:

Packet capture files (PCAP/PCAPNG)
Imported files
Packet payloads
User documents
API keys
Authentication credentials
LLM prompts
LLM responses
Personally identifiable information

You may decline or disable optional metrics collection at any time.

• 
• 
• 
• 
• 

• 
• 
• 
• 
• 
• 

• 
• 
• 
• 
• 
• 
• 
• 
• 
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oxasploits does not sell your personal information or diagnostic information to third parties.

5. Internet Connectivity

Certain PacketSnitch features may communicate with Internet services, including:

Software updates
Version checks
License validation
Plugin downloads
Theme downloads
Optional metrics submission
Third-party integrations

Your use of these features necessarily involves communication over public networks.

oxasploits is not responsible for the privacy practices, logging, monitoring, or policies of Internet service
providers, network operators, governments, or third-party services.

6. Third-Party Services

PacketSnitch may integrate with third-party services including, but not limited to:

Paddle
Ollama
VirusTotal
Other user-configured APIs

These services are operated independently.

Your use of those services is governed by their own terms of service and privacy policies.

Any API keys, subscriptions, usage charges, or licensing costs associated with third-party services are solely
your responsibility.

7. Marketplace Content

PacketSnitch may offer downloadable or purchasable themes, plugins, and other digital content.

Such purchases may be processed through Paddle or another authorized payment processor.

Themes, plugins, and commercial licenses are subject to the PacketSnitch No Refund Policy.

• 
• 
• 
• 
• 
• 
• 

• 
• 
• 
• 
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8. Software Updates

oxasploits may provide software updates, bug fixes, security patches, feature enhancements, or
compatibility improvements.

Nothing in this Agreement obligates oxasploits to continue development, maintain compatibility, or provide
future updates.

9. Open Source Components

PacketSnitch may include software licensed under one or more open source licenses.

Those components remain governed by their respective licenses.

Nothing in this Agreement limits the rights granted under those licenses.

10. Disclaimer of Warranty

TO THE MAXIMUM EXTENT PERMITTED BY LAW, PACKETSNITCH IS PROVIDED "AS IS," "WITH ALL FAULTS,"
AND "AS AVAILABLE."

OXASPLOITS DISCLAIMS ALL WARRANTIES, WHETHER EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE,
INCLUDING BUT NOT LIMITED TO WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE, TITLE, NON-INFRINGEMENT, SECURITY, ACCURACY, RELIABILITY, PERFORMANCE, OR
COMPATIBILITY.

OXASPLOITS DOES NOT WARRANT THAT THE SOFTWARE:

Will be uninterrupted.
Will be error free.
Will detect all malicious or suspicious traffic.
Will identify every security vulnerability.
Will produce accurate analysis under every circumstance.
Will meet your expectations.

11. Limitation of Liability

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, OXASPLOITS SHALL NOT BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, CONSEQUENTIAL, OR PUNITIVE DAMAGES ARISING
FROM THE INSTALLATION OR USE OF PACKETSNITCH.

• 
• 
• 
• 
• 
• 
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THIS INCLUDES, WITHOUT LIMITATION:

Loss of profits
Loss of business
Loss of goodwill
Loss of data
Network outages
Security incidents
Hardware damage
Software incompatibility
Business interruption

YOUR SOLE REMEDY IS TO DISCONTINUE USE OF THE SOFTWARE.

12. Indemnification

You agree to indemnify and hold harmless Marshall Whittaker, doing business as oxasploits from any
claims, liabilities, damages, expenses, costs, or attorney fees arising from:

Your use of PacketSnitch.
Your misuse of packet capture data.
Your violation of this Agreement.
Your violation of applicable law.
Your use of third-party services.

13. Termination

This Agreement remains in effect until terminated.

Your license automatically terminates if you violate any provision of this Agreement.

Upon termination, you must discontinue use of proprietary portions of the Software.

14. Governing Law

This Agreement shall be governed by the laws of the United States and the laws of the State of North
Carolina, without regard to conflict of law principles.

If any provision of this Agreement is held unenforceable, the remaining provisions shall remain in full force
and effect.

• 
• 
• 
• 
• 
• 
• 
• 
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• 
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• 
• 
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15. Entire Agreement

This Agreement, together with the PacketSnitch Privacy Policy and No Refund Policy, constitutes the entire
agreement between you and oxasploits regarding PacketSnitch.

16. Contact

Questions regarding this Agreement may be directed to:

Marshall Whittaker
Doing Business As (dba) oxasploits

300 Long Shoals, Apt 14V
North Carolina 27028
United States

Additional contact information may be provided through the official PacketSnitch website or other
published oxasploits communication channels.
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